
External access for IT administration and maintenance tasks has
become a major requirement with the surge in remote working and
outsourcing activity. WALLIX Access Manager is a key addition to
the WALLIX Bastion Privileged Access Management solution (PAM)
solution which enables secure privileged access from external
sources, such as remote workers and third-party contractors. The
easy-to-integrate Access Manager helps reconcile security and
compliance requirements with your digital transformation.

Reduce the Attack Surface
• Dedicate access for external
users through a single secured
HTTPS gateway
• Protect OT and IT critical assets
with protocol break
• Integrate with SSO or MFA
(through WALLIX Authenticator
or other providers)
• Grant temporary remote access
to third-parties and remote
employees

Simplify External Access
• Take advantage of SSH/RDP
consoles embedded in a web
browser
• Use multiple authentication
sources 
• Avoid fat client deployment
and upkeep

Control and Audit Activity
• Save recordings and audit all
user activity for all sessions
• Monitor and audit external
access to all your Bastions from a
single console

Get Started Quickly
•  Native intregration on client
side with the web browser
•  Deploy quickly to accelerate
your digital transformation

Enhance your 
security perimeter

• RDP and SSH over HTTPS

• Integrate with existing

identity providers through

SAML, X.509, Radius

• Interacts with WALLIX

Trustelem, IDaaS solution

providing SSO, 

Federation and MFA

• Support Certificate 

Authorities for organizations

Operational efficiency

• No fat client

• Flexible HTML5 interface

providing RDP and SSH

consoles

• Dedicated Auditor profile 

• Multi-tenant global search

across all Bastions

• Click-on-query to watch

specific actions of a session

Privileged Access Management
WALLIX Access Manager 

Centralized Control and Monitoring 
for Remote Employees and Third-Party Access
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Technical
Characteristics

Features & Capabilities



SECURE
OUTSOURCING
AND REMOTE
WORKING

Apply Zero-Trust to
external privileged

access

ENHANCE 
USER 

PRODUCTIVITY

Preserve user
experience thanks to
web browser access

REDUCE 
COSTS

Control your TCO
with the clientless

approach

About WALLIX

WALLIX protects identities and access to IT infrastructure, applications, and
data. Specializing in Privileged Access Management, WALLIX solutions ensure
compliance with the latest IT security standards and protect against cyber-
attacks, theft and data leaks linked to stolen credentials and elevated privileges
to sensitive company assets.

www.wallix.com
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How it Works

Benefits

“This product is very useful and can be easily deployed.
Maintenance is also very easy. Very helpful in attaining
digital transformation.”

Data and Analytics Manager

“The WALLIX Access Manager fits very well with our
access control requirements.“

Infrastructure and Operations Manager

What Our Customers Say


